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THE NEED TO ASSUME-BREACH 
Ransomware is a low risk, high reward opportunity for 
criminals. The number and sophistication of ransomware 
attacks have increased significantly. And given the 
increasing value of business data and functioning IT 
systems, this threat will only continue to grow.

Traditional approaches to mitigating ransomware need to be 
re-evaluated. The advanced design of today’s ransomware 
cyberattacks requires organizations to adopt an “assume-
breach” mindset. An assume-breach mindset means thinking 
like an attacker, helping you to detect and isolate adversaries 
before they traverse your network and inflict serious damage. 

Combining endpoint protection solutions offers increased 
security across the organization, and better response 
capabilities to security events. Taking an assume-breach 
mindset allows you to prioritize in-depth controls and better 
prevent the propagation of ransomware post-perimeter. 

More effective endpoint protection has become increasingly 
urgent given that the attack surface – namely the scope 
of endpoint user access and permissions – has expanded 
dramatically, with more remote workers, growing third-party 
ecosystems and cloud infrastructure.

Defense-In-Depth 
In this eBook we look at a combined, 
defense-in-depth approach to 
ransomware protection. This includes 
stronger access and permission security 
with Endpoint Privilege Management 
(EPM) solutions working alongside 
common endpoint security tools such 
as Endpoint/ Extended Detection and 
Response (EDR/ XDR) and Next Gen 
Anti-Virus (NGAV), to provide stronger, 
more rounded protection against 
today’s dynamic ransomware.
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Source:  1 Danny Palmer, ZDNet, Ransomware Attacks Are Causing More Downtime than Ever Before, January 23, 2020. 
2 CyberSecurity Ventures, 2019 Official Annual Cybercrime Report, 2019.

The average number of days it takes 
for organizations infected with 

ransomware to restore networks is 
now over 16 days.1

RANSOMWARE HAS BECOME MORE COMMON – 
and more costly. According to security research firm CyberSecurity 
Ventures, by 2021, a business will fall victim to a ransomware attack 
every 11 seconds and global annual ransomware damage costs will 
reach $20 billion.2
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1: THE GROWING DANGER OF RANSOMWARE:  
AN ATTACKER’S PERSPECTIVE
At its core, ransomware is malware designed to extort victims for financial gain. 
An assume-breach mindset means thinking like at attacker to stay one step 
ahead – so let’s review some of the ways attackers perpetrate ransomware.

Thinking Like an Attacker
Using ransomware, attackers infiltrate organizations through Internet-connected 
endpoints, commonly via browser-based drive-byes or socially engineered phishing 
emails. The extortion can take different forms. Most common is the encryption of 
files, preventing users from working with their systems until a ransom is paid. Another 
tactic is to steal sensitive data, such as Personally Identifiable Information (PII), 
financials or customer data, and threaten to reveal it publicly.

The key to ransomware is its ability to exploit locally available user privileges. More  
sophisticated ransomware will elevate those privileges, locally if available, or discovered 
via networked devices, to access more valuable data. Ransomware can also disable 
existing defenses and leave backdoors or hidden identities for future attacks.

Source: 3 Matt Bromiley, SANS 2021 Endpoint Monitoring in a Dispersed Workforce Survey , March 15, 2021.

Brower-based (drive-by downloads  
from the web to the endpoint)

FOR THE AFFECTED ENDPOINTS, WHAT WAS THE ATTACK’S DELIVERY VECTOR?3

Social engineering of end user (phishing)

Credential theft or compromise

Exploitation of known vulnerability (has published CVE)

Exploitation of “zero-day” vulnerability (no published CVE)

Fileless attack method

Compromised apps on the endpoint

Infected or malicious USB

Machine interface vulnerability

Infected through other attached media devices

Firmware manipulation
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Perpetrators of ransomware are opportunistic, choosing  
the tactic most appropriate to their goals: 

 • Using bots to automatically look for known Common 
Vulnerabilities and Exposures (CVEs);

 • Leveraging distracting events when selecting targets, 
for example healthcare organizations during the global 
pandemic;

 • Downloading malware families useful in ransomware  
attacks widely available on the Dark Web;

 • Reusing enhanced, slightly tweaked, popular families of 
malware, such as Cryptolocker, Petya and Locky. This 
helps attackers avoid block listing defensives and attack 
vulnerabilities more quickly before victims have time to 
patch.

There is no shortage of ways to carry out a ransomware  
attack, making it easier to target businesses and institutions  
of every size and type. 

Typical Ransomware Attack Path

Ransomware as a Service (RaaS)
Less computer-savvy attackers can even use RaaS offered by ransomware 
developers who sell or lease their ransomware variants to affiliates who then use 
them to perform an attack.
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2: MULTIPLE LAYERS OF ENDPOINT PROTECTION
Beyond good security hygiene (training, patching, and backing up data) there 
are several approaches to protecting endpoints from ransomware. 

Anti-Virus (AV), or NextGen AV (NGAV) solutions are primarily based on block  
or allow lists. While AV is useful for stopping a vast amount of known malware,  
block listing does not protect you from easily changed, dynamic ransomware.  
And the alternative, allow listing, is difficult to manage without frustrating users  
and impacting productivity.

Content Disarm and Reconstruction (CDR) solutions allow you to remove 
components – for example, email attachments – that are not approved through 
set rules and policies. CDR capabilities include spam protection, URL analysis, 
attachment sandboxing, and dynamic content filtering. While some CDR solutions  
are evolving to leverage AI and real-time intelligence to identify malicious emails,  
CDR itself does not detect malware per se.

Endpoint Detection and Response (EDR) and newer 
Extended (XDR) solutions continuously monitor endpoints 
to help identify suspicious activity. EDR analysis can detect 
malicious activities that might otherwise go unnoticed, or  
alert on threats before they spread across the business.  
XDR tools are evolving to include more advanced analytics  
and automation.

Though none of these is explicitly designed from an assume-
breach mindset, all are important tools for defending against 
ransomware. Significantly, none is designed to explicitly address 
the lynchpin of today’s ransomware attacks: compromised user 
accounts and privileged credentials.

RANSOMWARE AND BASIC SECURITY HYGIENE 
Best practices proven to help deflect and mitigate the 
threat of ransomware:

 • Training end-users on the risks and to be on-guard 
against phishing emails

 • Up-to-date patching of endpoint software, notably  
for high-risk CVEs

 • Frequent and comprehensive backups aid in the 
recovery of encrypted files
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3: PRIVILEGE AND TODAY’S RANSOMWARE 
Identities, credentials, and permissions—both human and nonhuman (applications, 
service accounts, bots, etc.) —have increased and expanded dramatically 
alongside the expansion of IT. There are more remote workers and third-party 
vendors on distant endpoints at the periphery of the enterprise network, often 
with weak authentication procedures. Managing these credentials has become 
a major challenge. In reality, businesses have an abundance of over privileged 
human and non-human identities, many on or accessible via endpoints.

These insufficiently protected credentials and permissions on endpoints represent a 
bonanza for the perpetrators of ransomware.

Attackers look to gain a foothold in a network through vulnerable endpoint user 
accounts and permissions, ideally (and all too often) through unnecessary and 
insufficiently protected local administration account permissions. Taking an assume-
breach mentality helps you prevent these incursions, and just as importantly, defend 
against further propagation and damage. Ransomware (in fact, virtually any malware) 
spreads through elevated privileges, leveraged to access, encrypt and/or exfiltrate 
more valuable files.

 Malware with  Malware with  
 no ransomware ransomware

MALWARE AND RANSOMWARE INFECTIONS
INCIDENTS AND BREACHES

Number of attacks 173 411

Mean losses $492k $972k

Largest annual loss for one company $10.1m $50.6m

Largest single loss $1.5m $7m

Total losses $85m $381m

Source: 4 Hiscox, The Hiscox Cyber Readiness Report 2020, 2020

Cost of Ransomware 
From a survey of over five thousand cyber security professionals from the US  
and seven EU countries.4
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4: REVISITING THE ENDPOINT: 
PROTECTING ENDPOINT 
PRIVILEGES – AND MORE
Endpoint privileged management solutions are designed 
precisely to better police account privileges on these more 
exposed devices.

 • They can help prevent ransomware from gaining a foothold 
on endpoints by automatically applying comprehensive least 
privilege that grants users only the privileges required to 
perform their jobs.

 • In perhaps the single most valuable defense against 
ransomware, better privilege management solutions can 
automatically remove local admin rights from endpoints. 

 • Some privilege management solutions can also control 
applications, allowing them to run only under certain 
conditions, or set policies around the applications’ read/
write/and modify capabilities.

o  Secure Remote Access

o  Secure and Manage 
Privileged Credentials

o  Enforce MFA

o  Remove Standing  
Admin Rights

o  Maintain Patching

DELIVERY PROPAGATION

o  Secure and Manage 
Privileged Credentials

o  Enforce MFA

o  Remove Standing  
Admin Rights

o  Block Credential Theft 
and Leverage Honeypots

o  Segregate Network Sets

ACTION ON 
OBJECTIVE

o  Remove Standing  
Admin Rights

o  Define Approved Content 
Handlers

o  Control the usage 
of built-in tools (e.g. 
PowerShell)

o  Off-Line Backups, 
regularly tested

FIRE DRILL TESTING

Ransomware Protection with Privilege at its Core
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 • Using automatic, policy-based Multi-factor Authentication 
(MFA) and strong protection of privileged accounts, privilege 
management solutions can greatly restrict the lateral 
movement and propagation of ransomware.

 • With Just-in-Time granting of permissions, privilege 
management solutions can add layers of security that  
do not compromise productivity.

Privilege management solutions secure privileges on endpoints 
to stop malware from gaining a foothold and propagating 
within the environment – ideally complementing NGAV and EDR 
solutions to provide rounded protection against ransomware.

Findings from CyberArk Labs 
After testing 3 million samples from major ransomware 
families a key finding was that when local administrator 
rights were removed and application control policies 
were in place, 100 percent of ransomware samples were  
prevented from encrypting files.

VIEW THE RESEARCH WHITEPAPER

C Y B E R A R K L A B S

•  F U L L  D I S C L O S U R E :
•  R A N S O M WA R E  E X P O S E D

•  

• AN  EXAMINATION OF THE PATH TO 
• ENCRYPTION AND A REVIEW OF MITIGATION STRATEGIES
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5: THE KEY TO SUCCESS AGAINST RANSOMWARE
As ransomware continues to evolve, so must endpoint defensive strategies.  
It is time to think beyond traditional, singular solutions and take a broader, 
layered approach. 

For example, NGAV is most effective at blocking a huge volume of known malware, 
including some ransomware, that would otherwise cripple endpoints. CDR provides 
protection against email attachments and the strength of EDR is in continuous 
monitoring of user behavior, looking for suspicious activity – which extends well 
beyond protection against ransomware.

Endpoint privilege management adds the power of securing privilege to the benefits 
of these solutions in a layered security approach to more complete endpoint security, 
managing threats across email, cloud, collaboration platforms and mobile messaging.

The value is not just protecting against ransomware. Privilege management can 
help automate and secure IT operations through integration with helpdesk systems, 
software distributors and configuration management.

Beyond Ransomware 
Looking to the future, exploitation of privilege is a major vector for virtually all 
malware: supply chain attacks, stealthy espionage, and advanced nation-state 
attacks. EPM capabilities naturally integrate with broader, core Privileged Account  
Management (PAM) solutions, protecting backend systems and the datacenter. 

Privilege management provides critical alert, mitigation, and forensic visibility on 
key stages of malware activity when integrated with Security Event and Incident 
Management (SEIM) and Security Orchestration Automation and Response 
(SOAR) systems. 
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HOW CYBERARK CAN HELP
CyberArk’s Endpoint Privilege Manager allows you to add an important layer of 
defense against ransomware. By limiting local admin rights, controlling applications 
on endpoints, and restricting lateral movement, the solution helps protect against  
the elevation of privilege and the propagation of ransomware – as well as other  
types of malware.

As a SaaS solution, CyberArk Endpoint Privilege Manager can simplify deployment 
and operations, and can accelerate time-to-value. CyberArk also provides access to 
hundreds of pre-built integrations available through the CyberArk Marketplace. For 
example, CyberArk works with leading third-party malware detection solutions like 
CrowdStrike, email security systems like Proofpoint and third-party IT operations 
solutions like ServiceNow and Microsoft System Center.

Want to Learn More?
Ransomware Exposed: The Path to Encryption and Mitigation Strategies 
CyberArk Labs analyzes 100s of new ransomware samples each day. In this paper,  
the team shares its evaluation of more than 3 million samples. Get full disclosure now.

Endpoint Privilege Management: Jump Start Guide
Get straight into the action with this practical overview on CyberArk’s suggested 
3-phased rollout of the market-leading privilege management solution.

CyberArk Endpoint Privilege Manager 

 • A highly effective, comprehensive, policy-based least 
privilege solution, offering powerful defense capabilities 
without impacting productivity.

 • Through extended application control capabilities, malicious 
applications not defined in policies can be identified as 
ransomware and blocked from running.

 • Through CyberArk Labs’ ongoing research into threat 
trends, customers benefit from the latest controls in the 
highest risk areas of emerging threats.

 • Our Technology Partnerships allow us and our partners 
to create unified, integrated experiences across diverse 
disciplines. Explore our existing plug-ins, product add-ons, 
and other integrations at the CyberArk Marketplace.
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THIS PUBLICATION IS FOR INFORMATIONAL PURPOSES ONLY AND IS PROVIDED “AS IS” WITH NO WARRANTIES WHATSOEVER WHETHER EXPRESSED OR IMPLIED, INCLUDING 
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