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THE STATE OF ENDPOINT PROTECTION  
AND RANSOMWARE
It has been estimated that globally, ransomware damage costs will reach $20 billion 
by 2021 – 57 times greater than it was in 2015. This makes ransomware the fastest 
growing type of cybercrime.1   

Endpoints connected to the Internet, overwhelmingly, are the main point of entry for 
ransomware. The attack surface has expanded dramatically alongside a proliferation 
of connected device types, a growing remote workforce, and expanding third-party 
ecosystems. Cyber-criminals have opportunistically ramped up the frequency and 
sophistication of ransomware. 

Organizations are challenged to reduce their endpoint security risk. Damage may come 
from disruption of business operations and/or extortion. And as many victims will 
attest, ransomware does not stop at the endpoint but seeks to propagate deeper into 
organizations, for more valuable data.

This eBook will examine why an endpoint defense-in-depth strategy against ransomware 
requires identity controls and endpoint security technologies to work together.  We will focus 
on how CyberArk Endpoint Privilege Manager (EPM) and Endpoint Detection and Response 
(EDR) together can keep you a step ahead from ransomware attackers.

Ransomware on the Rise

 •  The massive shift to working from home 
in 2020 resulted in an 800% increase in 
reported ransomware attacks.2 

 • TechRepublic reported a 667% rise in spear-
phishing attacks in March 2020 alone, and 
by April, the FBI had seen a 400% increase in 
cyber attacks.3  

 • Ponemon Institute has estimated that new 
risks and challenges related to remote work 
would tack an additional $137K onto the 2020 
global average total cost of a data breach, for 
a grand total of roughly $4M per incident.4 

1  Steve Morgan, Cybercrime Magazine, Global Ransomware Damage Costs Predicted To Reach $20 Billion (USD) By 2021, October 21, 2019
2  Danielle Waugh, CBS12 News, Coronavirus crisis brings increase in cyber attacks, March 22, 2020. 
3  Esther Shein, TechRepublic, 667% spike in email phishing attacks due to coronavirus fears, March 26, 2020 
4  Ponemon Institute, Cost of a Data Breach Report, 2020,
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RANSOMWARE VECTORS AND IDENTITY
Ransomware attacks begin with delivery of the malware, exploiting 
configuration gaps and Access vulnerabilities. The top four ransomware 
endpoint vectors are:

 • Browser-based, drive-by malware downloads

 • Social engineered emails – phishing

 • Credential theft or compromise

 • Exploitation of known vulnerabilities, CVEs.5

The elevated privileges of admin accounts are the most attractive targets. Visibility 
on dynamic admin privileges on endpoints (for example, Microsoft Windows or 
MacOS administrator accounts) has always been a challenge. Managing them 
securely without impacting productivity is notoriously difficult.

Ransomware Comes Back!
“We’ve heard of one organisation that paid a 
ransom (a little under £6.5million with today’s 
exchange rates) and recovered their files (using 
the supplied decryptor), without any effort to 
identify the root cause and secure their network. 
Less than two weeks later, the same attacker 
attacked the victim’s network again, using the 
same mechanism as before, and re-deployed their 
ransomware. The victim felt they had no other 
option but to pay the ransom again.”6

5  CyberArk, The CISO View 2021 Survey: Zero Trust and Privileged Access, 2021.
6  Danny Palmer, ZDNet, Ransomware: A company paid millions to get their data back, but forgot to do one thing. 

So the hackers came back again, April 5, 2021
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Once in, ransomware attackers take evasive action, disabling endpoint 
security and security monitoring where possible.  Their next objective 
is to harvest credentials for even higher privilege escalation and lateral 
movement, looking for more machines and more valuable data to extort. 
As they propagate, they disrupt backups, delete shadow copies and unlock 
files to maximize the impact of the attack. Some of the more sophisticated 
ransomware can even disable existing- and leave, backdoors or hidden 
identities for future attacks.

EPM and EDR Better Together Against Ransomware Attacks

Ultimately, the ransomware is executed and takes action on the attack 
objectives, typically by using read/write permissions to encrypt files and 
holding them for ransom. 

The objective of identity controls and endpoint security technologies  
is to detect and block not only the ransomware itself but also to help 
ensure that the privileges of admins cannot be used at any point in the 
attack chain.

EDR CAPABILITIES

CYBERARK EPM CAPABILITIES

RANSOMWARE ATTACK CHAIN

• Least Privilege: automatic removal of standing 
admin rights

• Least Privilege: policy-based enforcement of MFA
• Maintain patching

• Rotate credentials & block credential theft
• Manage access to local resources, e.g., �les, registry 

keys, removable storage
• Create deceptive accounts to lure and contain attackers

• Application control: allow approved applications 
and restrict unapproved

• Control usage of built-in tools, e.g., PowerShell
• Information on attack to EDR

• Recognize/block known ransomware
• ML/AI to help detect unknown ransomware
• Increased threat intelligence and visibility 

accelerates response and mitigation

• Exploit blocking designed to stop the execution and 
spread of threats via unpatched vulnerabilities

• Continuous monitoring & in-depth analysis

• Monitor post-breach
• Use information from EPM

DELIVERY ON ENDPOINTS PROPAGATION ACTION ON OBJECTIVE
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What CISOs Are Saying7 of respondents said that 
attackers are increasingly 
trying to steal one or 
more types of credentials.

have seen increased 
spear-phishing of end 
users, such as business 
users with access to 
sensitive data. 

reported increased 
spear-phishing of IT 
administrators.

56% reported increased targeting of end-users with access to sensitive data7

97% 56% 53% 

End-users such as business users 
with access to sensitive data

IT administrators

Senior management

Third-party vendors and 
contractors

56%

53%

48%

39%

DevOps and cloud engineers

Middle management

Security team members

33%

30%

28%

7  CyberArk, The CISO View 2021 Survey: Zero Trust and Privileged Access, 2021.
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THE EVOLUTION AND EXTENSION OF EDR
Initially distinct from anti-virus solutions that sought to stop malware penetration, 
EDR was primarily focused on detecting and investigating suspicious endpoint 
activity. It was offered as another layer of security alongside anti-virus, and/or email 
anti-malware, and other threat mitigation capabilities.

But EDR has come a long way. Today, EDR can run as a single agent working mostly in “near 
real-time”, and is designed to:

 • Capture endpoint activity through continuous monitoring so clients know exactly what’s 
happening;

 • Deliver visibility and in-depth analysis to automatically detect suspicious activity and ensure 
evasive attacks – and breaches – are stopped;

 • Accelerate security operations, allowing users to minimize efforts spent handling alerts and 
quickly investigate and respond to attacks.

Newer, extended endpoint detection and response (XDR) can include, or be sold along with 
other security solutions like Next-Generation Antivirus (NGAV), data and network analysis 
capabilities, threat hunting and incident response.

Example of risk aware MFA
Many high-profile data breaches start with 
attackers compromising VPN credentials, allowing 
them access to an organization’s internal systems. 

Enforcing MFA for VPN access allows you to give 
employees and partners secure remote access to 
your corporate network, on-premises applications, 
and resources.

To take a Defense-in-Depth approach, also 
perform OS inspection and group certification 
authorization.
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They can leverage a number of modern technologies in fighting ransomware 
– examples include artificial intelligence, behavioral detection and machine 
learning algorithms. They enable organizations to:

 • Detect and block known ransomware;

 • Use Indicators of Attacks (IOAs) to identify and block additional unknown 
ransomware;

 • Exploit blocking to stop execution and spread of ransomware via unpatched 
vulnerabilities;

 • Protect against new categories of ransomware that do not use files to encrypt 
victim systems;

 • Provide visibility and mitigate risks associated with USB devices through 
definition of which devices are allowed and level of access;

 • Manage firewalls through the creation and enforcement of policies with a 
simple centralized approach to defend against network threats.

According to a recent SANS survey, EDR today is evolving to become a preferred 
endpoint management platform. (The same survey indicated that a majority 
(51.6%) of compromises were detected by EDR solutions.)8  

Yet EDR or XDR are not designed to specifically look at and securely manage 
identity and privilege on which many ransomware attacks depend. 

8  SANS 2021 Endpoint Monitoring in a Dispersed Workforce Survey Results. 
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Endpoint Data Collection9 How Compromises Are Detected10

How are you analyzing and consolidating endpont data for prevention 
and detection? Select those that apply.

Which tools/services detected the compromise? Select all that apply.

Centralized SIEM interface 63.1% Endpoint detection and response (EDR) 
software/services 51.6%

Centralized log management platform 43.8%
Antivirus: Next-gen (includes indicators of 

compromise (IoCs), intelligence, machine learning 46.9%

Centralized EDR system  
management interface 43.1% SIEM-based alerts 42.2%

Manural searches through disparate 
security, intelligence and platform tools 36.9%

Automated alerts from logging system 39.1%

Centralized intelligence platform 29.4%
Antivirus: Traditional signature-based 37.5%

Manual review of endpoint data 25.0%

Third-party intelligence platform 23.1%
Application whitelisting or blacklisting 26.6%

Notified by third party 21.9%

Other centralized control 9.4%
Malware sandbox 25.0%

Proactive threat hunting 21.9%

9, 10  Matt Bromiley, SANS 2021 Endpoint Monitoring in a Dispersed Workforce Survey, March 15, 2021. 
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CLOSING THE DOORS TO ATTACKS VIA PRIVILEGE ACCOUNTS
CyberArk EPM operates with an “assume-breach” mindset. This means to think like an attacker, helping you detect 
and isolate ransomware attacks before they traverse your network and inflict serious damage through propagation.

CyberArk EPM is designed to substantially reduce the attack surface presented by distributed endpoints by combining least 
privilege, ransomware protection, application control and other unique capabilities:

 • Enhancing prevention of attacks that start at the endpoint by removing 
local admin rights on Windows workstations, servers, and Macs–
perhaps the single most valuable defense against ransomware;

 • Automatically applying comprehensive least privilege controls that 
grants users only the privileges required to perform their jobs;

 • Restricting further execution of ransomware that evades detection or 
blocking mechanisms by controlling applications, allowing them to run 
only under certain conditions, or set policies around applications’ read/
write/and modify capabilities;

 • Automatically detecting and blocking attempts to steal credentials 
cached by Windows, web browsers, password managers, single-sign-on 
solutions and other programs;

 • Adding security that does not compromise productivity with just-in-time 
granting of permissions;

 • Creating deceptive privileged accounts (“honeypots”) to lure and contain 
attackers at the point of entry, before they can do harm;

 • Providing out-of-the-box policy definition for protection against 
ransomware including comprehensive least privilege controls readily 
tested on millions of malware samples;

 • Greatly restricting the lateral movement and propagation of 
ransomware using automatic, policy-based MFA and strong protection 
of privilege accounts.

Findings from CyberArk Labs11

Ongoing testing of 3 million samples from major 
ransomware families has revealed a key finding: 
When local administrator rights were removed 
and application control policies were in place, 100 
percent of ransomware samples were prevented 
from encrypting files.

11  CyberArk Labs, Full Disclosure: Ransomware Exposed, 2021.
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DEFENSE IN DEPTH: HOW EPM AND  
EDR WORK TOGETHER
CyberArk EPM and EDR together enable organizations to secure and respond to 
ransomware attacks as illustrated in the following scenario. 

Attack Plan: A ransomware attacker plans to penetrate a target organization with the 
short-term goal of holding the highest value data hostage through encryption, with the 
intent of returning for additional attacks by planting a back door. 

Phishing for poorly protected credentials is a common technique to gain the initial 
foothold. Others might include use of stolen passwords purchased on the Dark web or 
simply brute force password attacks. Once inside the infrastructure, the attacker will 
look to harvest credentials – potentially including privileged admin rights – to exploit 
vulnerabilities and to plant and execute the code.

The role of EDR: Continuous monitoring and in-depth analysis can recognize and stop 
known ransomware and accelerate security operations, allowing users to minimize 
efforts spent handling alerts and quickly investigate and respond to attacks.
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1

The role of CyberArk EPM: For Day 1 ransomware that evades EDR, it will be 
difficult for the attacker to gain that initial foothold due to automatic removal of 
admin accounts left on endpoints. Attempts to steal credentials will be automatically 
detected and blocked. For any that do manage to slip through, EPM’s application 
control will allow them to run only under certain conditions, with set policies around 
their read/write/and modify capabilities. Lateral movement will be restricted by 
automatic, policy-based MFA and strong protection of privilege accounts that limit 
further propagation and damage. The chances of a back door being established, will 
reduce substantially.

Future attacks: If you don’t find root causes and close vulnerabilities, attackers 
will return.  Information from CyberArk EPM as to how attackers are trying to abuse 
privilege can be used with EDR to mitigate a future attack. EDR can help monitor 
post-breach as well (i.e., for unknown ransomware).
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HOW CYBERARK CAN HELP
CyberArk EPM ideally complements the real-time continuous 
monitoring and automated response and analysis capabilities 
EDR/XDR solutions bring to bear against ransomware attacks.  

CyberArk EPM is designed to substantially reduce the attack surface 
presented by distributed endpoints by combining least privilege, 
privilege defense, credential theft protection, ransomware and 
application control protection. This creates an environment in which 
EDR and other security solutions can play their roles more effectively. 

Operationally, CyberArk EPM enables you to mitigate the risk of a severe 
data breach in a transparent way to end users and without impacting 
productivity.

As a SaaS solution, CyberArk EPM simplifies deployment and operations 
and accelerates time-to-value. 

Ransomware Exposed:  
The Path to Encryption and 
Mitigation Strategies
CyberArk Labs analyzes 100s of new 
ransomware samples each day. In this 
paper, the team shares its evaluation 
of more than 3 million samples. Get 
full disclosure now.www.cyberark.com Page 6 of 7

C Y B E R A R K L A B S S E R I E S

Assessing Mitigation Strategies
Before selecting one or more techniques to mitigate the risks 
associated with ransomware, organizations should consider the benefits 
and challenges of each option. This section describes the mitigation 
strategies assessed and tested by the CyberArk Labs team and pros 
and cons of each.

Allow Listing Applications
By nature, allow listing applications is 100 percent effective in 
blocking ransomware, as it blocks all applications that are not explicitly 
trusted from penetrating the environment. While this mitigation 
strategy is highly effective in preventing ransomware attacks, it is 
extremely diff icult to do well in practice. To effectively allow list applications, IT teams must know exactly what applications and versions are 
needed by each user and system in the organization, and each individual application version must be explicitly allow listed by the IT team. Allow 
listing can be an optimal approach for servers, which are typically static, but on dynamic user endpoints, which often require a wide variety of 
business applications, this approach can bring user productivity to a halt.

Block Listing Applications
By block listing applications, organizations can prevent known malware (ie: malware that has already infected at least one machine) from 
executing in their environment. While this is helpful in detecting and blocking older versions of opportunistic malware, it is highly ineffective in 
protecting against ransomware. Thousands of new ransomware samples are released into the wild each day, and traditional application blocks 
simply cannot keep up.3 As a result, the research team determined that even though blocking applications is a general best practice, it is not 
effective in detecting or preventing ransomware.

Greylisting Applications
By greylisting applications, organizations can prevent known, blocked malware from executing in their environments as well as limit the 
permissions available to all applications that are not explicitly trusted. This approach offers more flexibility than allow listing applications and can 
be used to prevent unknown applications from doing things such as accessing the Internet and reading, writing or modifying files. Even better, by 
restricting read, write, and modify f ile permissions, the ransomware was unable to gain the permissions needed to access and encrypt f iles. When 
the CyberArk Labs team tested this approach with the ransomware samples, it was 99.97 percent effective in preventing file encryption in cases 
when the infected user had local administrator rights, and it was 100 percent effective in preventing file encryption in cases when the user did 
not have local administrator rights.

Least privilege
This step is not just simply good hygiene; it is also included as one of Microsoft’s “Ten Immutable Laws of Security.” Interestingly, while the 
removal of local administrator rights alone is often effective in preventing damage from most modern malware, the CyberArk Labs team noted 
that this step alone was only effective in preventing damage from 10 percent of the ransomware samples analyzed. Based on this observation, 
the CyberArk Labs team reiterated the importance of both removing local administrator rights and controlling applications. Notably, before 
entirely removing local administrator privileges from users, organizations should assess their environment to understand potential productivity 
challenges that may result from this move. Some legitimate business applications and tasks require administrator privileges to function properly, 
and the immediate removal of these permissions without exception policies for needed tasks, could potentially halt business productivity.

Research demonstrated that restricting 
applications coupled with the removal 
of local administrator rights was 
100 percent effective in preventing 
ransomware from encrypting files.

3  http://www.businessinsider.com/fighting-ransomware-with-antivirus-2016-1
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critical risks, controls and roadmap using the CyberArk Blueprint recommendations and identification of the roles and 
responsibilities for the project team to get PAM deployed.

Second, an Architecture Workshop session is conducted to review the enterprise integrations, dependencies for executing 
the use cases on schedule, operational considerations, and technical status of the server builds. Here, there is an enterprise 
integrations review, including directory, authentication methods, monitoring strategies and other relevant terminologies 
and security tools. Then, together with the CyberArk expert, there is a review of systems requirements and prerequisites 
for deployment readiness, Connector server deployment location(s), load balancing, change management and the 
change approval process. Finally, an offline review to provide recommendations on Privilege Cloud architecture design, 
integrations, deployment sequence and PAM program roadmap is discussed. 

The Privilege Cloud Pre-Implementation Checklist is used alongside the PAM Program & Architecture Workshops. The 
checklist must be completed to ensure that each party is ready for installation. This leads naturally into a planning session 
with a CyberArk Software as a Service (SaaS) expert to map out how to properly onboard Privilege Cloud. In this hands-on 
planning session, the primary goal is to prioritize the use cases that are most important to the given organization as well as 
reviewing the enterprise integrations, including directory, authentication methods, monitoring strategies and other relevant 
technologies and security tools, and set goals for how and when to achieve them. Additional consultation on where in the 
network the Privilege Cloud Connector(s) should be deployed also delivers value and sets expectations early. This in turn 
informs the remainder of the Jump Start, which is created and delivered to the customer by a CyberArk expert. This is also 
the stage where the necessary personnel and access control processes are mapped out and identified for implementation. 

The end result of this phase leaves the customer ready to implement and integrate CyberArk Privilege Cloud into  
the environment. 

Deployment

This deployment phase is when the action starts. The Privilege Cloud Connector, a lightweight Windows server that can also 
be deployed as a virtual machine, is deployed alongside the customer’s environment. The Connector acts as the lynchpin 
between the customer’s internal resources and the CyberArk Privilege Cloud Service. This enables the CyberArk expert and 
the customer to walk through common workflows and use cases for testing purposes before integrating them into production. 
This phase also incorporates what was learned in the Discovery portion and starts the onboarding of critical assets into the 
CyberArk vault, including getting the User Portal set up for up to two administrators, and configuring the Idaptive Cloud 
Connectors to enable secure MFA and SSO for Privilege Cloud users. Documenting this process is also essential. Key tasks for 
this phase include setting up the basic workflow process templates for things like Dual Control Access/Permissions creation, 
establishing the onboarding process for accounts and other steps for organizational autonomy. This process is repeated 
multiple times. This risk-based approach starts by onboarding the most critical and sensitive internal resources first and then 
continuing to onboard resources in order of most to least sensitive until all objectives are met.

The end result of this phase is that the customer is now ready to successfully secure privileged accounts and access in the 
organization. 

Expand and Secure

The third phase of the Jump Start focuses on expanding and securing the Privilege Cloud deployment and sets finite and 
recurring goals for what comes next. Typically, there are four recurring fundamental actions that should be scaled and 
understood, including account onboarding, testing onboarding accounts, eliminating excess privileged accounts and 
collecting feedback from the organization’s end users. To do so, the Jump Start establishes a series of recurring weekly 
touch points for checking based on an organization’s risk profile and corresponding critical resources in on previously 
implemented use cases, building safes/groups and securing additional assets. CyberArk experts provide strategic advice for 
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TOOLS WITH NO PL ANS

Often, when security tools are purchased, the buyer will be left to their own 
devices to plan, integrate and deploy. Not surprisingly, this leads to security 
tools either being misconfigured or sitting on the shelf undeployed, which 
in turn brings customer frustration, anger and attrition. However, the more 
pressing issue is that these tools leave organizations with a false sense of 
security when, really, a misconfigured or unconfigured security solution isn’t 
doing anyone any favors. 

On the other hand, if organizations do offer hands-on onboarding and 
training, it often comes with an exorbitant (sometimes hidden) price tag, long 
and drawn-out timelines as well as a finite finish line for when they pack their 
things up and leave. This creates stress as well as a ticking clock as soon as an 
engagement starts, since the organization knows they need to get everything 
done by the end of the engagement. 

THE CYBER ARK JUMP START

Leaning on a wide range of experiences working with companies big and small 
to implement successful privileged access management programs, CyberArk, 
the global leader in Privileged Access Management (PAM), created the Jump 
Start to help organizations reduce risk and stay secure. The Jump Start is 
tailored to meet the most critical needs of each organization that chooses to 
implement CyberArk® Privilege Cloud™. It follows a three phase approach that 
can be scaled and repeatedly applied. 

Discovery and Planning

The first phase starts by conducting a Privileged Access Management 
Workshop and Architecture Design. This includes several key components to 
help determine the overall privileged landscape of an organization. Together, 
with a CyberArk expert, there is a review of organizational requirements and 
drivers to determine what the objectives and use cases are that need to be 
tackled. This includes a discovery session that is run based on a predefined 
set of questions, designed to draw out information on the key factors in an 
organization’s environment. In this session, there is an in-depth review of 

CYBERARK PRIVILEGE CLOUD JUMP START
WORK HANDS-ON WITH THE MARKET LEADER TO PLAN, DEPLOY AND 
SCALE CYBERARK PRIVILEGE CLOUD

SYSTEMS AND TARGETS 
PRIVILEGE CLOUD SECURES 
INCLUDES:

 � Windows Domain 

 � Unix Local Accounts

 � Windows Local Accounts

 � MS SQL 

 � Cisco Network Devices

 � Microsoft Azure Active 
Directory

 � AWS IAM Users

 � AWS Access Keys

 � For a full list please visit the 
CyberArk Marketplace

ACCESS SOLUTION BRIEF

ACCESS WHITE PAPER

Endpoint Privilege Management: 
Jump Start Guide
Get straight into the action with this 
practical overview on CyberArk’s 
suggested 3-phased rollout of the 
market-leading privilege management 
solution. 

Want to Learn More?
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