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Mitigate Against the Most Evasive Attacks:

5

WAYS TO RAPIDLY REDUCE RISK

LEARN HOW TO ADDRESS YOUR GREATEST VULNERABILITIES TO SECURING IDENTITIES
www.cyberark.com

MISSION CRITICAL:
HOW TO RAPIDLY REDUCE RISK
Vulnerabilities in the way you manage identities and credentials are easy targets for
cyber attackers. Sophisticated bad actors know how to fully exploit them to steal
your most valuable IP and data, disrupt your operations and destroy your reputation
with customers.
This eBook presents five ways your teams can start mitigating risks against the most evasive
attacks – immediately.
1. P
 revent credential theft or compromise to retain control over your
“Tier-0” assets and restrict access to your critical infrastructure
2. Stop relying on usernames and passwords
3. Detect and stop lateral and vertical movement
4. Restrict the escalation and abuse of privileged access
5. Spot privilege related anomalies.
The best practices prescribed in this eBook are tried and tested. Fast forward to the
last section if your organization needs help rapidly assessing risk levels now and to
start remediation.
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The SolarWinds breach: A crash course in
leveraging compromised credentials
The 2020 attack on SolarWinds targeted an array
of vulnerabilities in identity security throughout
the software supply chain.

• A sophisticated threat actor targeted an ISV’s
software supply chain to distribute malicious
source code downloaded by customers
during a legitimate software update.

• This allowed the attacker to gain a foothold

into customers, steal and abuse legitimate
identities and credentials that may have been
overprivileged.

• They could escalate privileges and move

laterally and vertically to access valuable
assets.

• Ultimately, they employed a technique that

allowed them to impersonate any user they
wanted to obtain their goal.

Source: Reuters, REFILE-EXCLUSIVE-U.S. Treasury breached by hackers
backed by foreign government – sources, December 13th, 2020
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1. PREVENT CREDENTIAL THEFT
The ultimate objective of an advanced attack is to gain control over your
“Tier-0” assets for unrestricted access to the critical domain-joined IT
infrastructure.
One of the most commonly used techniques in advanced attacks is to exploit
privileged accounts and their associated credentials, such as the entitlements of
cloud, domain and system administrators.
When the credentials of the privileged users who manage Tier 0 assets are
compromised, attackers can run code remotely and connect almost everywhere
in the infrastructure. They can even stop the security controls set up to protect
identities.
Admin rights stored on mobile devices, workstations and servers used by
employees or authorized third parties present a rich source for credential theft.
Windows credentials and those stored by popular web browsers, say in a browser
cache, may remain insufficiently protected—unknowingly—on endpoints.
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Attackers can also obtain non-human secrets used by applications, machines, and bots
in public source code, etc.) from public source code repositories like GitHub, or from
credential files used for cloud services like AWS, and from configuration or pipeline files
used by CI/CD platforms like Jenkins or Ansible. Weakly or inconsistently stored secrets
in applications, scripts, and other sources also leave you vulnerable. Frequently these
secrets cannot be easily rotated, monitored, or tracked.
To mitigate risk:

•

Know where credentials for administrative access are located – on premises and in
the cloud – and who is using them;

•

Downgrade or eliminate highly privileged credentials for any user who does not
require that level of privilege, especially role-based Cloud Admins and Shadow
admins. Alternatively, give just-in-time access to perform specific functions;

•

For non-human consumers of high privilege secrets, such as third-party security
tools, replace hard-coded secrets with an API call to retrieve secrets on demand and
enable the ability to rotate them;

•

For any embedded OS services that are running as domain admin, reduce the
permission and/or manage the associated service account;

•

Secure privileged access to CI/CD platforms (consoles and CLIs), PaaS admins and
other cloud privileged entities.
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The Credential Theft Chain

Example: Email Phishing
An attack may start with something as simple as
email phishing. A user clicks a link that doesn’t go to
the legitimate web page they expect, but a look-alike
web page controlled by the attacker.
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During authentication, the user’s credentials are
intercepted. Now the attacker has the means
to establish an initial foothold in the user’s
organization.
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2. STOP RELYING ON USERNAMES AND
PASSWORDS
Your threat surface grows along with the number of user accounts used by employees,
partners and vendors accessing cloud-based applications, services, and infrastructure.
Corollary, users are often forced to memorize and track a variety of frequently changing
passwords. Overwhelmed by password sprawl, many users take risky shortcuts like using the
same password for all applications, using weak passwords, repeating passwords, or writing
passwords on paper. Bad actors can take advantage of lax password management practices
to mount cyberattacks and steal confidential data.

Going Passwordless
Single Sign-On lets users access multiple applications and services using a single set of login
credentials. With SSO, organizations can shrink the attack surface by reducing the volume of
passwords and enforcing stronger password controls.
In addition, Adaptive Multi-Factor Authentication (MFA) provides additional layers of critically
needed security by leveraging two or more distinct mechanisms to validate a user’s identity,
rather than relying on just a simple username and password combination.
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Example of risk aware MFA
Many high-profile data breaches start with
attackers compromising VPN credentials, allowing
them access to an organization’s internal systems.
Enforcing MFA for VPN access allows you to give
employees and partners secure remote access to
your corporate network, on-premises applications,
and resources.
To take a Defense-in-Depth approach, also
perform OS inspection and group certification
authorization.
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To mitigate risk:

•

Deploy Single Sign-On to eliminate risky password management practices,
identity management silos, and reduce attack surfaces by reducing the
number of passwords used in the enterprise.

•

Implement risk aware MFA that uses contextual information and risk-based
access policies to determine which authentication factors to apply to a
particular user in a particular situation—especially in the case of application
admin consoles.

•

If you are already using MFA, identify and eliminate all credential use without
MFA.

•

Make sure you are enforcing MFA everywhere (cloud and on-premises apps,
workstations, VPNs, network devices, servers, etc.)

To make MFA easier to use, provide a choice of authentication methods:
passwordless factors, hardware tokens, authenticator apps, SMS-based codes,
depending on the access target. Ideally MFA must cover all the authentication
factors, “what you know”, “what you have” and “who you are.”
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3. DETECT AND STOP LATERAL AND VERTICAL MOVEMENT
Once an adversary gains privileged access, they
can traverse the network, gathering intelligence
and looking for pathways to their higher value
targets.
This can take two forms:

To mitigate risk:

•

Individualize and randomize credentials to break
the attack chain.

•

Implement session isolation and monitoring (with
credential boundaries where appropriate) to limit
an attacker’s range of motion. For example, don’t
grant a single-domain account access. Instead split
up access, using distinct accounts for datacenter
administration and server administration.

•

Rotate credentials to limit an attacker’s window of
opportunity.

•

Protect application secrets by replacing hard-coded
secrets with a secure approach, such as an API
call to fetch the secret from a digital vault—again,
rotating them often.

•

Record these sessions and apply a risk index to be
able to later check all the administrative activity
carried out before detection of a compromise.

1. Moving laterally within the same “risk tier” in the
hopes of finding better, more useful credentials, or
2. Moving vertically from one risk tier to another
(move from workstations to servers for example) to
get ever closer to the “crown jewels.”
This takes work on the part of the attacker:
reconnaissance, credential and privilege gathering,
gaining access to other computers in the network.
The key is to make this more difficult and take longer,
ideally forcing the attacker to make a move that reveals
their presence.
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Lateral and Vertical Movement

Example: Lateral Movement from Endpoints
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As long as you have employees with local administrative
rights to the machines they are using, attackers will
continue to target and exploit them.

This is just a part of implementing a least
privilege policy: give endpoint users only what
they need to do their jobs.

You should, by default, completely remove all endpoint
users from the local admin groups on their workstations.

In addition, eliminating shared common
credentials across endpoints prevents traversal.
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4. RESTRICT THE ESCALATION AND ABUSE
OF PRIVILEGED ACCESS
Identities exist everywhere, and the privileged accounts tied to them are
pervasive. Every host, application, database and platform has its own built-in
administrative secrets.
The proliferation of privileged identities creates a broad attack surface for privilege
escalation and abuse. This is exacerbated by the common practice of over-privileging
end-users and application processes, granting them full admin rights, regardless of
their actual requirements. You are giving attackers even more targets to exploit.
Over-privileging can result from pressures that are part of any dynamic business; for
example, pressure to provide rapid access to users without taking the time to consider
what they really need.
Those installing new apps may use the default privileges that are built in to get them
up and running quickly, forgetting to replace them later with privileges that are more
“right sized.”
In addition, you are at a significant disadvantage if you administer credentials manually
and have only limited visibility into and control over the privileged activities being
performed.

10

www.cyberark.com

To mitigate risk:

•

Embrace the principle of least privilege to reduce attack surfaces and contain bad
actors. Implement least-privileged access controls at the OS level in the most widely
deployed platforms: Windows, Unix and Mac endpoints.

•

Move to a Zero Trust model. Zero Trust means that you trust no one and verify
everyone. After validation, an untrusted device could be used to access data if the
user is validated.

•

Smooth the adoption of Zero Trust model by implementing Just-in-Time ( JIT)
security controls, granting users access to specific systems, applications or
functions for finite periods of time, on an as-needed basis.

•

Implement a recertification process for credentials to discover credentials that are
no longer needed. These should be removed as soon as possible.

•

Regularly alert and validate on all new privileged or administrative accounts.

The higher the level of privilege, the better oversight there should be in granting
access.

An example of over-privilege
Two employees at Vanderbilt University Medical
Center (VUMC), were granted access to 3,000 patient
medical records that they didn’t need for work.
Their unauthorized access to this protected health
information continued for 19 months, until it was
discovered during a routine audit of access logs.
The audit revealed the employees had viewed far
more information than was necessary to perform
their work duties, such as patients’ Social Security
numbers and medical record numbers.
The data breach was a violation of HIPAA
regulations.
Source: Privilege Abuse Attacks: 4 Common Scenarios, Dark Reading,
3/7/2018
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5. SPOT PRIVILEGE RELATED ANOMALIES
Perpetrators such as those who engineered the SolarWinds attack go to great lengths to
conceal their theft and manipulation of credentials.
With only limited visibility into and control over privileged activities, you will have a hard time
distinguishing between normal and anomalous behavior surrounding identity and privileged
credentials.
To mitigate risk:
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•

Use analytic tools that highlight signals that need to be reviewed from the entire set of
signals or inputs received from security solutions: Allow an alert on the “needle” rather than
the entire “haystack” of events.

•

Automatically identify suspicious actions and detect in-progress attacks. Collect and analyze
data from multiple sources, using advanced algorithms to intelligently establish baselines,
evaluate threats and assess risks.

•

Analyze privileged account behavioral data at the individual user level against specific
criteria. This provides incident response teams detailed information about the attack,
including specific user activity and current account state.
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•
•
•

Detect and alert on incidents that could lead to data breaches, assigning a risk score to
each incident. Best-of-breed solutions automatically respond to high-severity incidents
taking remedial actions to thwart in-progress attacks.
Put rigorous credential management and approval steps in place – to force the attacker
to do more and risk detection. One good example is to automatically require stronger
authentication precisely when anomalies are detected.
Monitor for managed credential use outside your Privileged Access Management (PAM)
solution, like Commercial Off-the-Shelf applications. Integrate PAM controls with other
technologies for detection and response, such as Splunk, Exabeam, IBM and Rapid7 to
aid in detecting potential compromise. These kinds of integrations can typically be found
in third party marketplaces.

•

Use bi-directional data feeds to provide privileged threat anomalies, and ingest
detections from other solutions.

•

Use a canary on the system or implement other deception technologies to assist in the
exposure of attackers as part of your Defense-in-Depth strategy.
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Behavioral anomalies that can signal
attacks in progress

• Behavior that violates user permissions, such
as an employee bypassing an established
PAM solution to reset a password

• Unauthorized attempts to escalate privileges,
including admins granting themselves
unnecessary privileges

• Dormant users suddenly becoming active, for
example, an inactive employee user accounts
re-surfacing to access sensitive data

• Irregular behavior -

- f or secrets, like an interactive log-in for a
service account
- f or a human identity, such as a user
retrieving an unusual volume of passwords
from a credential vault
- o
 f machine usage, like servers signaling
heavy workloads during non-work periods.
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Securing your Software Supply Chain

LONGER-TERM RISK MITIGATION
STRATEGIES

Explore best practices for securing Identity in
the development and delivery environment,
including how to:

• Secure Developer Workstations
• Protect Application Secrets
• Safeguard DevOps Tool Administration

This eBook has covered the most important actions you can
take to rapidly secure identities against events that can lead to
a major breach.

Consoles.

The most important next step to further strengthen your protection
against advanced stealthy attacks is to secure the application secrets
and continuous integration/development (CI/CD) pipelines.

EXPLORE NOW

Additional recommended safeguards include:

Recommendations
All the recommendations in this eBook
are covered in more detail in the
CyberArk Blueprint for PAM Success.
This white paper lays out a prescriptive,
risk-aligned plan for establishing and
maintaining an effective Identity
Security program.

CYBERARK WHITE PAPER

Once a savvy attacker gains access to privileged account credentials they can breach other critical enterprise resources in just
minutes. CyberArk security professionals have seen adversaries go from penetrating a workstation to gaining full domain admin
rights on a domain controller in less than 20 minutes!
To prevent credential theft, CyberArk recommends organizations:
1. Discontinue disjointed, manual credential and secrets management processes. Introduce a hardened and secure digital

WHITE PAPER

vault to centrally store and track privileged account credentials. Automatically rotate passwords and keys based on policies.
2. Isolate privileged sessions. Use a secure proxy server to decouple endpoints from target systems, segregate privileged
session traffic and avoid transmitting credentials and revealing them to end users. With this approach, users authenticate
to the proxy server and then gain privileged access to target systems via a separate session.
3. Remove hard-coded credentials from applications, robotic process automation platforms, CI/CD tools and other
non-human entities. Introduce a centralized, automated application access management solution to keep secrets out
of repositories, source code and hard drives. With this approach, authorized applications automatically retrieve secrets
from the secure digital vault in real-time.
4. For an additional layer of protection, implement credential theft blocking controls directly at the OS level. Actively
monitor common credential stores such as the LSASS process, browser caches, remoting tools like WinSCP or VNC,

•

Having immediately addressed endpoints, deploy least privilege
measures on servers and applications;

•
•

Configure Active Directory based on credential boundaries;

•

Replace antiquated authentication protocols such as RADIUS with more
modern ones like SAML, OIDC, OAuth 2.0. with MFA implemented.

service accounts, and SAML key repositories. Proactively block unauthorized access to these repositories. Cutting off

CYBERARK BLUEPRINT FOR
Guiding Principle Two: Stop Lateral and Vertical Movement
IDENTITY SECURITY SUCCESS

access to these well-known credential sources makes it more difficult for attackers to make headway.

With credentials in hand, an adversary will often pivot from lower-value systems to higher-value targets that contain sensitive
information or can be used to control an environment. This can take two forms:

1. Moving laterally within the same “risk tier” in the hopes of finding better, more useful credentials, or
2. Moving vertically from one risk tier to another (move from workstations to servers for example) to get ever closer to the
“crown jewels.”

To prevent lateral or vertical movement, CyberArk recommends organizations:
1. Rotate and randomize credentials to stop lateral and vertical movement. Rotating credentials limits an attacker’s
window of opportunity. While eliminating shared common credentials across endpoints prevents traversal.

Identify all possible points of entry (i.e., VPN, SSO etc.) and extend risk
based, adaptive MFA to cover;

2. Move to a Zero Trust model. Enable just-in-time privilege elevation, allowing users to access privileged accounts or run
privileged commands on a temporary, as needed basis, only when required.

ACCESS WHITE PAPER
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8. TAKE THE NEXT STEP
As the leader in Identity Security, CyberArk has always advocated taking a combined approach:
security best practices and processes coupled with the right identity security controls.
CyberArk delivers deep Identity Security controls with the capabilities presented in this eBook for mitigating
the greatest risks from security events that can lead to a major breach.
We also offer services designed specifically to help organizations assess and remediate risk:
Privileged Access Management (PAM) Rapid Risk
Assessment: CyberArk offers a no cost assessment
that includes the CyberArk Discovery and Audit
(DNA) tool run against a representative sample of
an organizations’ Windows IT infrastructure. Based
on the scan, you will receive curated remediation
recommendations with several ‘sprint’ tactics for
short-term success.

Privileged Access Management (PAM) Rapid Risk
Remediation: CyberArk and certified partners can
assist customers to prioritize PAM controls including
credential management, multi-factor authentication,
session isolation, and least privilege on endpoints and
servers for rapid risk reduction. Such measures will
be based on findings from the organization’s incident
response team and in alignment with the CyberArk
Blueprint for PAM Success.

LEARN MORE
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